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Bukit Tua Operations
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Wellhead Platform A:

12" Export Gas Pipeline:
Approx. 110 km

Shore line

Infield Flow line:
1 x 8" liquid
1x16” wetgas
1x12“export gas

Flexible Risers:

e 1x8"liquid line

s 1x 16" wet gasline

e 1x12”export gasline

. s s

Onshore Receiving
Facilities (ORF)

e ke XS -
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Tandem offloading
Export by floating hose

Petrogas Jatim Utama
(PIU)

LPG Processing Plant
(ARSynergy)
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Why is Digital So Importan

Digitalization in Energy means converting physical parameter into virtual
data, so that they can be displayed and studied using computer tools

« Boost operational efficiency and productivity
* Increase workplace safety

« Data-led insights

« Respond in real-time to new challenges

* Minimize the carbon footprint of the industry

Gandaria Office Tower, 5th Floor
JI. Sultan Iskandar Muda, Jakarta 12240



Our Digital Roadmap
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- BTJTB PISYSTEM

- BUKIT TUA PRIME
- AIRMS - BTJTB PRIME SYSTEM
- PIAF & CORESIGHT ENHANCEMENT - PROTEAN

- BT PRODUCTION DASHBOARD FOR

SKK MIGAS I0C

(RTOT)

- BTITADCS VIRTUALIZATION

- BUKIT TUA PI SYSTEM GO
LIVE

- FSM (FACILITY STATUS
MAINTENANCE)

| @

Gandaria Office Tow
Open Jl. Sultan Iskandar M

RELIABILITY PERFORMANCE
MANAGEMENT
DOCUMENT MANAGEMENT
SYSTEM

E-PTW

©

SOLID (INTEGRATED PRODUCTION
DASHBOAR) DEVELOPMENT

ARSYNERGY METERING DATA INTERFACEE
PIMS ALERT SYSTEM SKK MIGAS

BTORF DCS VIRTUALIZATION

- BT OFFSHORE CYBER SECURITY

BT ONSHORE CYBER
SECURITY (RTOT)
BRICS

O

- PROTEAN+
- PROTEAN PHASE 2 (FPSO)
- BUKIT PANJANG PI & PRIME
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Our Main Digital System

BRICS

'g) Safety Critical

Pl System

B g Equipment Status and
Production Facilities w I\/(I:Iandement
Monitoring & Analysis ]
Tools AIRMS
@ e 0 Asset Reliability &
: ﬂ Integrity
E-PTW < Management System
Online Permit To
Work System
PRiME
® e
] Ao Plant Instrumentation
= u . & Process Safety
' Performance
RTOT Monitoring & analysis
A real time monitoring
and cyber security = " PROTEAN
management system _@ (@™ A Monitoring System
for Operational to measure

Technology (OT) Healthiness of

Turbomachinery
Equipment

T

Gandaria Office Tower, 5th Floor
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Our Main Digital System

BH1/2023 1:24:08 PM

e m I Plant Information System

PRODUCTION e
oL
39.4531 wmscr 130.81 10141.5 BBis 717711 200000.00 eeis 138178
47685.7 mmBTU S CONDENSATE I MY CONDENSATE Ly
94.81 sars | 132.01 sars

OIL

101415 110813

10/2023 1:24:30 PM 0] EM12023 1:24:38 PM
Curent Flowurate Producsd Gas Total Dsily Produced Gas

Gandaria Office Tower, 5th Floor
open JI. Sultan Iskandar Muda, Jakarta 12240



IKATAN AHLI FASILITAS PRODUKS! 1 FASILITAS
MINYAK DAN GAS BUMI INDONESIA I PHUDUKS'

E-PTW

Electronic Permit To Work

| want to create...

9™, B
5@? J"“.‘.‘A‘;‘.— ,—f‘,_—q EES-E‘:::' Certficate
e

- J— " T —

T, e AU

@ LOEAC E% Audit Checklist
&Y/ Limit of Electrical Access Certficate PTW Audit Checklist

SSBOC PHC
f'? A System Bypass Override EEEI 5

B m |

© 0001509

© 0001510

Gandaria Office Tower, 5th Floor
Open JI. Sultan Iskandar Muda, Jakarta 12240
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Our Main Digital System

) | & FPSOGROLBTOFFNET | Nozomi + -~ & X
Bl + oo r——— —wr . RTOT

@ 0208 Tl e rad i e ' e Real Time Operational Technology

W « from a day ago Aeports » K

Top nodes by traff

id label T Y Mansgement Cansole x = ———

[} L

192.168.40.35: 28.2 % © A Notsecure | hitpsi//localnost9877/#/dashboards/Ziullscreen=1 e G £ @ -
|
[ ] 321681019 Protection status Activities Ac(lvea!ertssummary

192.168.101.11: 24.8%

® Machine is offline for mo.

9
]
7 4
o Proected 36 : ® Backup failed 6
fe . 54 @ Unprotected 13 2 19 ® Activity falled 2
3 i Machines ® Managed 49 3 Total @ Machine is offline for mo... 1
Discovered 5 f Activity succeeded with .. 5
o 1

Backup status is unknown

Top Function Codes by count

honeywell-sis/36: 2.4 %
haneywell-sis/ 18: 3.0%

haneywell-sis/$: 3.0%

honeywell-sis/6: 4.0 %

honeywell-sis/2: 4.3 % -( e P L 8 Aug 10 Aug 12408 14 Aug
honeywell-sis/19: 4.9 % oneyll:oisf3: €5.0% :
honeywell-sis/9: 5.7 %
‘ Devices
N Device name Protection sta. Lastsuccessfulb.. T  Next backup Agentversion Last definitions upd. Number of backups Toral used storage Rl
Top variables by tra
ATUID  name
T R T T, D FPSOEBRO1 Notprote..  Never Never 15.0.26172 Never (]
192.168.40.151/1/d4: 6.6 % 192,168,40.152/2/d01: 6.8% w @ FPSOEBRO2 @ ok 08/09/20233:02 AM  08/16/20233:00AM 15026172 Never o
B BTJTBESF01.BT0... @ OK 08/09/2023 7.04 PM 08/16/2023 1200 AM  15.0.26172 11/19/2022 7:24 AM 2 236.89 GB
@ FPSOSLOT © critical 08/10/2023 3:03 AM 08/17/2023 3:00 AM 15.0.26172 Never 0
B BTJTBESFO2.BTO... @ OK 08/10/2023 7.04 PM 08/17/2023 1200 AM  15.0.26172 11/19/2022 7:25 AM 2 228.10GB
B BTJTBESISO1.BT.. @ Critcal 08/11/20237.05PM  08/18/2023 1200AM  15.0.26172 Never 2 42401 GB
@ FPSOVSEQT @ oK 08/12/2023 3:05AM  08/19/20233:00AM  15.0.26172 Never 1 43.16 GB

Gandaria Office Tower, 5th Floor
Open JI. Sultan Iskandar Muda, Jakarta 12240
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Our Main Digital System

(& httpe//brics petronas.com/home A G @ G b v & B

BRICS

Barrier Risk Centralized Solution

B Barrier Risk Centralized Solution (BRICS) rqussenamoo ) @)

Last Updated on 11 Aug 2023, 6:25 AM

ASSET
H ELL I ELC % E To WORK ORDER DASHBOARD
c ¥ NI‘ c I l Q| PETRONAS GROUP Upsream Internationsl A  Indonesia Oper. Location sub-Location m )
BARRIER RISK CENTRALIZED SOLUTION m s e ¢ b5 s s @ 1S
OVERDUEWITH OVERDUE WiTHOUT NON-COMPLIANCE DEFERRAL RAISE TOTAL WORK
[D APPROVED DEFERRAL [@ APPROVED DEFERRAL = Toes B8 prreRoLarD 3T omm
=2 (5 E %
= =0 0 =A 0 1 140
BARRIER MANAGEMENT DEFERRAL MANAGEMENT :252;’3:"::::2::::2 ) . ) .
Indonesia Operation Overview ToTAL SCE CATEGORY Breakdown by Location
No Of Work Order
58

co

14005 <0ms overouE AovROVED DEFERS A

Gandaria Office Tower, 5th Floor
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Patronas Reliability & Asset Integrity Integrated System

N ED

™

Integrity analysis & RBI
Analysis module

Reiiability Slock Diagram Equipment Basic Care  Failure Reporting Action & ; - Valve Integrity Module
s nance

[ e RAM Analysis Summary

Gandaria Office Tower, 5th Floor
JI. Sultan Iskandar Muda, Jakarta 12240

Inspection Management
Module

Corrosiol

FMEA Input
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Our Main Digital System

; o & !OMO

Reliability Centered Maintenance
Worksheet

IKATAN AHLI FASILITAS PRODUKS!
MINYAK DAN GAS BUMI INDONESIA

P

¥ FORUM
i\ FASILITAS

AIRMS
Asset Integrity Reliability Management System

fmnquaﬁnslluﬂl.

Instrument Protective Function
Summary
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Location: | Petronas Carigali Ketapang * e View: Corparate

@ Dashboard (o] Current Prolonged Bypass (c] Current Active Bypass (MOS)
Totsi Configurad Bypass (MOS): 673

Active MOS
= NotinBypses

Alarms per Hour, Last Shift Hours
(AN - BAM)

— BUTA
ETTE

I
ETORS

Total Excursions, Last 7 Days

..
— ] —1 Ll

— BTORF

Gandaria Office Tower, 5th Floor
JI. Sultan Iskandar Muda, Jakarta 12240
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Active Bypass (MOS), Last 7 Days

Predictive Revitalization of

I Instrument to Maximize Efficiency

Average Alarm Rate, Last 7 Days(Average Alarms per Hour per Operator)

%4 PSIWeb - inBound x 6

C A Notsecure | prm-srv-01/plan ite/inbound.aspx B A a 5 9 L &

Browse | Views = Overviews & @Name O Description | ) Normal (>Compact @ Radar O Standing Excursions O Shelved Boundaries | Histary | Popout

Select view:

BTORF - Inlet Separator
PiCAZO4A
& B1URr - Lonaensate FUmp and Loaaing T .

=

) BTORF - Condensate Storage
€ BTORF - Diesel Storage Tank
I D DR B © BTORF - Fire Water Main Ring

n 2 - ) BTORF - Fuel Gas Scrubber
@ BTORF - Fuel Gas Superheater 5
@ BTORF - Incoming flowline. 4 §

| & BTORF - Inlet Separator

€ BTORF - Instrument Gas Distribtion Header
€ BTORF - Open Drain Ol Pump

€ BTORF - Open Drain Sump (il Side) %)\
€ BTORF - Open Drain Sump (Water Side) 2
© BTORF - Open Drain Water Pump water Pump

© BTORF - Recovered Oil Tank

€ BTORF - Sales Gas Mtering Package

) BTORF - Treated Water Tank _ | |
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INDONESIA OPERATION : N
BTJTB GTG_A : PROTEAN

SUMMARY > EQUIPMENT >‘, DETAIL ANALYTIC ‘/\‘) DISPLAY ANALYTIC Petronas Rotating Equipment Ana’ytics

Running Hour

Unit Operating Summary

P
Turbine Solar Centaur 50 |
Kato Generator |‘

T . 2nggeTEA N INDONESIA OPERATION
. 01 BTJTB GTG_B

e - _ INTERNATIONAL > SUMMARY ~ EQUIPMENT > ANALYTIC  DETAIL DISPLAY >

BTJTB
8/4/2023 1:28:31 PM GTG_B

UNIT RUN STATUS

INO

Gandaria Office Tower, 5th Floor
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Value Added Creation
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HSE
* Improve safety & risk management,

+ Maintain & Validate instrument & process safety integrity by means of data trending, analytics & performance
management

Production & Maintenance

* Minimize UPD & enhance performance contributing to cost optimization

* Reduce unplanned shutdown, trip and unplanned maintenance of the rotating equipment
*  Contribute towards the reduction of operational and maintenance cost

+  Better maintenance planning

Enhanced Connectivity

* Reduce the requirement to have subject material experts on board to troubleshoot and diagnose a technical problem
related to equipment

* Improvise interaction and collaboration among technical disciplines, operation and maintenance team
Cyber Security
* Reduced risk of security breaches at OT which could result in commercial, physical and reputational damage

Gandaria Office Tower, 5th Floor
JI. Sultan Iskandar Muda, Jakarta 12240
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Case Study

Alarm Performance Using PRIME Application

Aug-22 Sep-22 Oct-22 Nov-22 Dec-22 Jan-23 Feb-23 Mar-23

OPU TARGET ACCEPTABILITY PERFORMANCE & RISK
CATEGORIZATION

6 Very likely to be acceptable Efficient / Low Risk

Gandaria Office Tower, 5th Floor
Open JI. Sultan Iskandar Muda, Jakarta 12240



Case Study

NEL Excursion using PRIME - Lightning Strike Effect on Transmitter
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Boundary Point Description Group Boundary Type z‘zm‘f Date Remarks
LZT2023.NEL-HH Condensate Storage V2020 Condensate Storage Never Exceed Limit 23|18 Nov 8.06 AM

LZT2012.MDL-LLL Inlet Separator V-2010 Inlet Separator Mechanical Design Limit 9|5 Nov 1.17 PM 5,7, 8,15 Nov Level Spike downin a very
LZT2012.COP-LL Inlet Separator V-2010 Inlet Separator Never Exceed Limit 9[7 Nov 12.22 PM _[short duration. Potentially due to lightning
LICA2010B.MDL-LLL |Inlet Separator V-2010 Inlet Separator Mechanical Design Limit 6|8 Nov 7.34 counted as 1 with LZT2012
LICA2010A.MDL-LLL |Inlet Separator V-2010 Inlet Separator Mechanical Design Limit 5|8 Nov7.34 counted as 1 with LZT2012
LZT6452.MDL-LLL Closed Drain/ Vent Scrubber Vessel |Close Drain/Flare Knock Out Drum | Mechanical Design Limit 115 Nov 12.08 PM | 15 Nov Level Spike down in a very short durati
LZT6452.COP-LL Closed Drain/ Vent Scrubber Vessel |Close Drain/Flare Knock Out Drum | Never Exceed Limit 115 Nov 12.08 PM
LZT6451.MDL-HHH | Closed Drain/Vent Scrubber Vessel |Close Drain/Flare Knock Out Drum |Mechanical Design Limit 1115 Nov 12.08 PM
wmEORSORQOWR WY W Wy ou A I T T U WOOWE WS W uE Owr wd wd
i 1212023 LICAG450
BT D e el e £ Bd &2 bW ®a Sw 5P e T N T
: .
n »
0’y — - - - - -: s Nov-5 Nov-6 Nov-6 Nov-7 Nav-7 Nov-8  Nov-9 -‘:n
pysvts i 20750 oy "ot oo "Sae 't 0300 1542 v 17:08 08:51 2054 1017 00:00 Hav-15 Hovs Novis N o i Mis e

Gandaria Office Tower, 5th Floor
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Case Study

NEL Excursion using PRIME - Lightning Strike Effect on Transmitter

Multiple BTORF shutdown avoidance due to PRiME system identification of the problem with
approximate potential LPO of:

Gas = 40 MMscfd x 4 times of potential shutdown (@ 4 hours)
Gas LPOin'S =40 x 7.2 usd x 1165mmbtu/scfx 4 x 1/6 = USD 223,680

Condesante = 200 bpd x 4 times of potential shutdown (@ 4 hours)
Condesate LPO in $ =200 x 51 usd/barrel x 4 x 1/6 = USD 6,800

Gandaria Office Tower, 5th Floor
JI. Sultan Iskandar Muda, Jakarta 12240
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What to Improve?

* Reduce cybersecurity and data privacy risk in an increasingly
complex environment

 Building a digital-savvy workforce
« Improve digital system usage across operations

Gandaria Office Tower, 5th Floor
JI. Sultan Iskandar Muda, Jakarta 12240
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Thank You

“Data is the most valuable resource in
this digital age, the driving force behind
growth and change,”

Wan Shamilah Saidi, PETRONAS’ Chief Digital
Officer

PETRONAS
Passionate about Progress

Gandaria Office Tower, 5th Floor
open JI. Sultan Iskandar Muda, Jakarta 12240



